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Welcome



Some context — Why security matters
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Technology

Georgia hit by massive cyber-attack
@® 28 October 2019 f © ¥ [ < Share

PIRVELI

The TV channel Pirveli's website was one of those affected




News Sport Reel Worklife Travel Future

Indian nuclear power plant’s network
was hacked, officials confirm

UK Business Tech Science Stories Entertainment & Arts

After initial denial, company says report of “malware in system" is correct.

SEAN GALLAGHER - 10/30/2019, 3:25 PM

t by massive cyber-attack
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PIRVELI

website was one of those affected
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FISSION ATTACK —

Indian nuclear power plant’s network
was hacked, officials confirm

After initial denial, company says report of “malware in system" is correct.

News Sport Reel Worklife Travel Future
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SEAN GALLAGHER - 10/30/2019, 3:25 PM
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National Security

Former Twitter employees charged with spying for
: Saudi Arabia by digging into the accounts of

kingdom critics
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FISSION A

Ind Swedish authority handed over keys to | Boe | Bt | | BT | Siaes) |
as' the Kingdom' in IT security slip-up

a T UK  Business Tech Science  Stories Entertainment & Arts
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*harged with spying for

) the accounts of

File photo: Lise Aserud/NTB scanpix/TT

Criticism is mounting over IT security at Swedish government agencies after it

emerged that millions of Swedes' driving licence data may have been leaked to other
website was one of those affected

PIRVELI

countries.
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Sport Reel Worklife Travel Future

B .. Sswedish authoritv handed over 'kevsto Nows

Technology

U.S. Customs and Border Protection says photos of
travelers were taken in a data breach

bS Tech Science Stories Entertainment & Arts

Most Read Technology SSive cyber-attaCK

Boeing faced only ‘limited’ safety
l . f v M «$ Share

review from NASA, while SpaceX
got a full examination

2 GAO sustains a protest by Jeff
Bezos's space company over
lucrative Pentagon launch
contracts

ed with spying for
accounts of

3 WeWork planning to cut
thousands of jobs

How Amazon’s quest for more,
cheaper products has resulted in
a flea market of fakes

5 Google almost made 100,000

chest X-ravs niihlic — nntil it

File photo: Lise Aserud/NTB scanpix/TT

Criticism is mounting over IT security at Swedish government agencies after it
emerged that millions of Swedes' driving licence data may have been leaked to other
countries.

PIRVELI

website was one of those affected

Bloomberg via Getty Imag




FISSION A

T Swedish authoritv handed over 'kevs to

News Sport Reel Worklife Travel Future

U. S Customs and Border Protection says photos of [
travelers were taken in a data breach

h Science ories Entertainment & Arts

Most Read Technology ssive cyber_attack
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APT33 has shifted targeting to
industrial control systems software,
Mlcrosoft says
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FISSION A

BT Log4Shell explained — how it works,

U.S. Customs and Border Protectic =~ why you need to know, and how to
travelers fix it
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B .. swedish authoritv handed ove

s LogsShell explained — how it works,
U.S. Customs and Border Protectic why you need tg know, and how to
tra , , X it

How we Abused Repository
Webhooks to Access Internal
Cl Systems at Scale

Sep 20, 2022 « 16 mins read
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Vulnerability
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The threat Is complex,
multifaceted and ever
evolving



How do we defend?



The Government Cyber Security
Strategy



The Vision
To ensure that core government functions are resilient
to cyber attack, strengthening the UK as a sovereign
nation and cementing its authority as a democratic and
responsible cyber power
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The Aim
Government’s critical functions to be significantly
hardened to cyber attack by 2025, with all government
organisations across the whole public sector being

resilient to known vulnerabilities and attack methods no
later than 2030.
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The Government Cyber
Security Strategy




GoVvAssure



Systems
« BS. Staff Awareness and

Training

' A:Managing
security risk

B: Defending
against cyber
attack

C: Detecting
cyber security
events

D: Minimising
the impact of
incidents



More than just at the
center



Common languages,
problems and solutions



Secure by design



Risk driven activities
Clarity on roles and responsiblilities
Practical guidance on achieving CAF
outcomes



And more, In the center
and In every department



Looking forward



Facing new challenges
like Al



We can't be “the
department of no”



Al as an enabler



Al as a security enabler



And it's not just Al



The future I1s already here, It's
just unevenly distributed



Make use of the tools you
have



Thank you and have a
great day
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